SharkFest’23 ASIA

Visualize application traffic using “se-=®
Wi res h a rk #sf23asia

Extend your Wireshark expression with the intelligent use of the Graph function.

Materials: all trace files and profiles are here
https://www.ikeriri.ne.jp/sharkfest/Visualize ApplicationTraffic.zip

A
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Megumi Takeshita, packet otaku ShiricFest 23 ASIA
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bz  Founder, ikeriri network service co., Itd
= AP Reseller of CACE technologies in 2008sf23asia

’\'JTJ**W*V -  Worked SE/IS at BayNetwork, Nortel

TRETIIT «  Wrote 10+ books about Wireshark
| Instruct Wireshark to JSDF and other company
__{ | lecturer of CHUQ university
b Reseller of packet capture / wireless-tools

MESMES . One of the contributors of Wireshark

Translate Wireshark into Japanese

M About Wireshark ? X

Wireshark Authors Folders Plugins Keyboard Shortcuts License

|megumi I

"T‘IT B (Megumi Takeshita) <megumi[AT]ikeriri.ne.jp> ‘



Session Details Shpicrest Z8@IA

We know Wireshark is good at trace file investigation with 3000 over
protocol dissectors, but it is also an excellent tool for vizualiz{ifd*"
traffic with a series of Graph functions. Megumi shows you TIPS and
Tricks to use Wireshark as a graphical chart creation tool. Colourful
charts tell you the traffic flow situation quickly, and those who are not
users of Wireshark will also be satisfied.

Materials
all trace files and Wireshark profiles are here

https://www.ikeriri.ne.jp/sharkfest/VisualizeApplicationTraffic.zip



Visualize Application Traffic ez

Singapore - Apr 17-19

Wireshark has over 3k protocols that include many
applications from HTTP to Gaming. #sf23as

We can utilize over 285k fields for visualizing
application traffic.

A most easy and common ways for visualization is
the 1/0 graph with adequate display filter.

Download materials and copy profile settings
https://www.ikeriri.ne.jp/sharkfest/VisualizeAppli
cationTraffic.zip



Copy Wireshark settings sffires Mos

Singapore - Apr 17-19

» Open Wireshark, Help>About Wireshark and ...
choose the Folders tab to find personal configuration

o ‘“tshark -G folders” also works in CLI

M About Wireshark

Wireshark Authors Folders Plugins Keyboard Shortcuts Acknowledgments License

Filter by path
. C:\Users\TakeshitaMegumi>tshark -G folders
Name Location Typical Files Temp: :\Users\TAKESH~1\AppData\Local\Temp
"File" dialogs C:¥Users¥TakeshitaMegumi¥O...arkfest¥SharkfestASIA2023¥ capture files CUEIE cor.nclgﬂur.?tlt.)n: Cf\Users\Takgshltal‘fle‘gum1\AppData\Roamlng\ereshark
Global configuration: C:\Program Files\Wireshark
Global Extcap path C:¥Program Files¥Wireshark¥extcap Extcap Plugins search path System: C:\Program Files\Wireshark
Global Lua Plugins C:¥Program Files¥Wireshark¥plugins lua scripts Program: C:\Program Files\Wireshark
Global Plugins C:¥Program Files¥Wireshark¥plugins¥4.0 binary plugins Personal Plugins: C:\Users\TakeshitaMegumi\AppData\Roaming\Wireshark\plugins\4.®
Global configuration ~ C:¥Program Files¥Wireshark dfilters, preferences, manuf, ... Global Plugins: C:\Program Files\Wireshark\plugins\4.0
MIB/PIB path SMI MIB/PIB search path Personal Lua Pll}gins: C:\Users\Take;shital‘l’legumi\AppDat‘?\Roaming\Wireshark\plugins
) ] ) Global Lua Plugins: C:\Program Files\Wireshark\plugins
MaxMind DB path C:¥ProgramData¥GeolP MaxMind DB database search path Extcap path: C:\Program Files\Wireshark\extcap
MaxMind DB path C:¥GeolP MaxMind DB database search path MaxMind database path: C:\ProgramData\GeoIP
Personal Extcap path ~ C:¥Users¥TakeshitaMegumi¥.. ¥Roaming¥Wireshark¥extcap Extcap Plugins search path MaxMind database path: C:\GeoIP

Personal Lua Plugins  C:¥Users¥TakeshitaMegumi¥...Roaming¥Wireshark¥plugins lua scripts

Personal Plugins C:¥Users¥TakeshitaMegumi¥...ing¥Wireshark¥plugins¥4.0 binary plugins

Personal configuration C:¥Users¥TakeshitaMegumi¥AppData¥Roaming¥Wireshark ~ dfilters, preferences, ethers, ...
Program C:¥Program Files¥Wireshark program files

System C:¥Program Files¥Wireshark ethers, ipxnets

Temp C:¥Users¥TAKESH~1¥AppData¥Local¥Temp untitled capture files




SharkFest’23 ASIA

Personal Configuration st 730
» Unzip and copy Wireshark configuration contents to
our personal configuration folder e
« There are Default and TCP/UDP application profiles

> Wireshark configuration > I C:¥Users¥TakeshitaMegumi¥AppData¥Roaming¥Wireshark

&R
I GeolP
I profiles
B decode as_entries
I dfilter macros
B io_graphs
[ ] language
I maxmind_db_paths
. preferences
I recent

I recent_ common

BHBR

2023/04/06 17:55
2023/04/06 17:55
2023/04/06 17:55
2023/04/05 16:00
2023/04/05 17:54
2023/04/06 17:55
2023/04/06 17:54
2023/04/06 17:55
2023/04/06 17:55

2023/04/06 17:55

274) TAIA -

774V IAIE -

L 2R T N IR 2 2 e

EA0)
M GeolP
I profiles
B decode as entries
B dfilter macros

[ ] io_graphs

[ ] language

[ ] maxmind_db_paths
[ ] preferences
i recent

. recent_common

EH AR

2023/03/23 20:08
2023/04/05 21:39
2023/04/06 17:55
2023/04/05 16:00
2023/04/05 17:54
2023/04/06 17:55
2023/04/06 17:54
2023/04/06 17:55
2023/04/06 17:55

2023/04/06 17:55




Unzip trace files ShirkFest 23A51A

Singapore - Apr 17-19

Unzip tracefile.zip, there are three trace files,“
application.pcapng (TCP/UDP applications)
application2.pcapng (HTTP/echo test traffic)
application3.pcapng (Youtube and Zoom traffic)

application.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help . .
= open application.pcapng,

stinaton ~~ Protocol

S View>Name Resolution

12.168.2.255 NBNS

e am = >Resolve Network Address
5 02::1:3 LLMNR
€ Packet Diagram 92::1:3 LLMNR
= i isplay — —
Frame . Name Reso lution
Ethern Zoom » “ Resolve Physical Addresses it
Realte . Resolve Network Addresses
Subtrees hift+R

Expand Shift+Right
Realte . Resolve Transport Addresses
Collapse Subtrees Shift+Left .



Protocol Hierarchy Statistics and Multicgs

a

Protocol

v Frame

oshark Protoc

appicationpeapng

Percent Packets

~ Ethernet

Address Resolution Protocol
~ Configuration Test Protocol (loopback)
Data
Date
~ Intemet Protocol Version 4
~ Intemet Control Message Protacol
Dormain Name System
Internet Group Management Protocol
~ Transmission Control Protacol
Data
Hypertext Transfer Protocol
Malformed Packet
Transport Layer Security
~ User Datagram Protocol

Control And Provisioning of Wireless Access Points - Control

Data
Dornain Name System
Dynamic Host Configuration Protocol
Link local Multicast Name Resolution
Multicast Domain Name System

“ Net8IOS Datagram Service

SMB (Server Message Block Protacal)

NetBIOS Name Service
QuIC IETF

Simple Network Management Protocol

Simple Service Discovery Protocol
~ Internet Protocol Version 6
Internet Control Message Protocol v6
~ User Datagram Protocol
Data
DHCPVE
Link-local Multicast Name Resolution
Multicast Domain Name System
Simple Service Discovery Protacol
v Realtek Layer 2 Protocols
Realtek Loop Detection Protocol

o diplay .

Packets Percent Bytes

1000 74657 1000
1000 74657 16
26 1948 o1
02 124 00
02 124 00
00 5 00
933 69650 20
00 17 00
00 17 00
01 76 00
741 55353 837
o1 108 o1
o1 7 o7
00 4 00
138 10292 803
190 14204 02
00 2 00
02 129 o1
14 1056 o1
00 33 00
08 595 00
14 1024 o1
00 20 00
00 20 00
13 949 o1
135 10050 "7
00 2 00
04 208 o1
19 1453 o1
o1 109 00
18 1344 00
00 36 00
00 2 00
07 553 00
10 747 o1
00 6 00
20 1477 o1
20 1477 o1

Bytes  Bits/s
70045272 3602 k
1143545 5Bk
86426 4444
5704 203
5208 267
20
1393304 71k
1566 80
954 49
1056 54
58610324 3014 k
54835 2820
486597 25k
0

56234919 2892 k
113632 5844
21460 1103
52132 2681
70429 3622
o868 507
15987 822
95333 4903
3897 200
2257 116
47138 2055
8166400 420k
1638 84
5734 2712
8120 2989
3876 199
10752 552
23292 1197
m 5
14981 770
83106 4274
666 34
67042 3404
67042 3494

End Packets End Bytes End Bits/s PDUs
0 0 0 74857
0 0 0 74657
1948 86426 4444 1948
0 0 0 124
124 5208 267 124
5 230 " 5
0 0 0 69650
0 0 0 7
7 954 49 7
76 1056 54 76
44878 48793506 2509k 55353
108 54835 2820 108
8 14002 720 73
4 0 0 4
10290 51680420 2657k 10643
0 0 14204
2 21460 1103 29
129 52132 2681 129
1056 70420 3622 1056
33 9868 507 33
15987 822 5
1024 95333 4003 1024
0 4 0 20
o 0 0 20
949 a8 2455 %49
10050 8126185 417k 10109
2 1638 84 2
298 5734 2712 298
0 0 1453
109 3676 199 109
o 0 0 1344
36 23202 1197 36
2 L 5 2
553 14981 770 553
747 83106 474 747
6 666 34 6
0 0 0 1477
1477 67942 3404 1477
Glose Copy  ~

o

Help

X

R TR e ———r—

Source Address

Source Port. Destination Address

f680:d071:72 fecaicS1d f02:fb 5353 2
feBOzccsTc11 e85 feed foz:fo 5353 16
fe80:cc5 1116855 feed f02:13 5355 2
feBliccS et Te8SSifecd #02:1:3 5355 2

f02:1:3 5355 2

#0213 5355 2

f02:13 5355 2

#02:1:3 5355 2
feBO:ccSTicT11:e855 feed #02:1:3 5355 2
fegOzccSTc11 10855 feed #0213 5355 2
feBOzccsTc11 e85 feed fo2:1:3 5355 2
fe80:cc5 1116855 feed f02:13 5355 2
feBOiccS et Te8SSifecd #02:1:3 5355 2
fegO:ccSTc11 10855 feed 02:1:3 5355 2
feBOzcesTc11 e85 feed #0213 5355 2
feB0zccsT:c11 16855 feed f02:13 5355 2
fe80:ccS 11112855 feed 53888 #02:1:3 5355 2

717 strcams, v b 25 s, max by 93 bps, max brst 17

Burst measurement interval (ms): 100
Stream empty speed (Ko/s): 5000

Display fiter

100ms, v buter 0248
Burst alarm threshold (packets): 50

otal empty speed (Ko/s) 100000

Destination Port Packets Packets/s Avg BW (bps)

o x }
Max BW (bps) Max |

1710
1710
1710
1710
1710
1710
1]
1710
1710
1710
1710
1]
1710
1]
1] |
1710

1710 ‘

Buffor alarm throshold (8): 10000

Copy

Save ase

Aely

Close.

rll(gest'23ASlA

Statistics>Protocol Hiergrehy
Statistics and check thesnssa
application protocols

93% is IPv4, IPv6 is few.

There are TCP protocols,
HTTP, TLS and others.

Little UDP protocols, DNS,
DHCP, SMB, QUIC and others

Statistics>UDP Multicast
Streams to check multicast



TCP/UDP conversatione

Gonversation Settings
8 Name resoluton
Absolute start time

Linit to dispay fter

Cony
Follow Stream

Graph

Protocol

Ethomot 267 P4 206 V6<% TCP-201  uDP

AddressA Porth Address B
55485 wkanteigojp

55478 wwmod gojp.cdn.cloudfare.net
55614 edge-042jptyo12 ceapple-dns.net
55695 cmedia-amazon.com

areasimlocal

areasimlocal
areasimlocal
areasimlocal
areasimlocal 55401 caS10wpcedgecastednnet
55406 duslstack twimg twittermapfastiynet
55656 scontentxfbcdnnet

55438 wwwikeririnejp

55463 edgegyimgjp

55686 21830 dscg2akamainet

55399 twittercom

areasimlocal
areasimlocal
areasimlocal
areasimlocal
areasimlocal
areasimlocal
areasimlocal
areasimlocal

55437 wwnwikeriinep
55461 edge2gyimgjp
55653 star-mini<10rfacobook.com
55433 wwwikeririnejp

55639 dusl-3-0001. msedgenet
55640 a-0003.-msedge.net
55674 1961, g2akamainet

55630 28578 dakamaiedge.net
55644 21834 dscg2 akemaine

areasimlocal
areasimlocal

areasimlocal

1158

55641 onedscolprdneu1 northeurope cloudapp azure.com

Pot® Packets  Bytes Steam 1D
443 15226 18407 MiB )
44310227 12199 MiB 8
a3 6511 6596 MiB 14
443 3009 3175MiB 175
w43 2433 2473MB 1
443 1818 2055MiB 2
443 1057 1245MiB 149
a3 757 86256 KiB 5
443 710 s218s6KiB %
a3 718 858907 KiB m
443 588 461744 KB [
a3 579 636040 KB 52
443 536 368738KB 74
a3 63279K8 146
a3 549147 KB 8
w43 341082k 136
a3 349785 K8 137
43 479793 K8 162
a3 161851 kB 127
43 305557 K@ i
a3 321 2919258 138

Packets A 8
2125
1434

BpresA—8
120159 K8

145778 K8
46654KB
72348
19584 K8
176318
19435 K8
103528
9606 K8
31421 K8
15919k
117.004 k8

146
7
31

213

101568 i
5094k
25553 K8
6491 K8
265974 K8

Packets 8 A BytesB A RelStart Durs
13101 18290 M 43539066 91
8793 12102MiB 37325174 91
4622 6453MB 88062060 31¢
2434 3129MiB 13296074 14
1852 2417M8 1075687 117.
153 2036MB 11538272 1134

931 1228MiB 127036747 1
609 846521 KiB 21017504 6
592 §11505KiB
04 849301 KB 132528178 07
426 430323KB 10463247 143
447 620121k 21017354 8.
206 251734 KiB 29577820 98
367 455736 KiB 12660043 2t
387 538.129KB 20871504 3.
241 159739 KiB 124847974 10,
276 248217 KiB 12486901¢ 14,
344 474699 KiB 130422697 20,
231 136298 KiB 124691567 14
251 299.065 KiB 12507665( 144
108 25951KiB 12492764 28¢

o UDP Traff

1.2MB of Q

i

C
2.1MB of Q
1.8MB of QL

"t

Top3
fbcdn.net) 18MB of tls(kantei.go.jp
fbcdn.net) 12MB of tls(mod.go.jp

"t

akamai

Help
e —————— — =
oD Ethemot 267 PvA-236 698 TCP201  UDP- 1158
B — Address A Port A Address & Port® Packets  Bytes StreamID PacketsA—B BytesA—B Packets A RelStart Durstion Bitss ¢
Absote start tme areasimlocal 65428 “3 2396 2147MB 904 43 62000k 1913 2086 M8 127.1207¢
areasimlocal 55203 s m o3 1 27576K8 1526 1813MB 12791123
e areasimlocal 50368 86: a3 139 9 245 1104 1204 MiB 12683484
areasimlocal 61307 fontsgstaticcom a3 1237 s 254 983 1139M 27920393
~ areasimlocal 60177 wwwgooglecojp 3 60 89 s 488 535057 K8 54571961
Gony T aressimiocl 63204 wwwgstaticcom a3 2 495 7 218 256749 K8 54863323
Follow Stream: areasimlocel 53428 star-miic10rfacebook.com a3 a7 %06 258 166025 KB 127.44051
areasimlocal wwgoogle.com a3 70 7 321 379 101388Ki5 7.497149
areasimlocal w3 google.com a3 s 269 &
areasimlocal s googleapis.com s s a5
Protocol areasimlocal 51861 wwwgoagle.com a3 34 a7 &
areasimlocal 57798 sslgstaiccom w7 33 0077 53240
areasimlocal wigoogletagmanagercom w7 376 01671 1738:
- areasimlocal w3l google.com w0 500 42 a7557K8 00955 4836
areasimlocal 64742 sjaxgooglespis.com s e 78 2 41 43355K8 01259 33800
areasimlocal 53326 googlehosted . googleusercontentcom 443 54 402 2 2 20177K8 asa6 8
areasimlocal 60580 outlook ha.offce365 com 8 868 s 2 19504K8 nso2 e
fe80:391258a7:eb6cdas 5353 flO2:tb 4 ” 4 o ok 1543225 11
& feBiccS Tl e85 teed 5353 flozith 196 8 19 181848 o ondt 1544203 964
P 1921682027 137 19216820255 20 6 00 17569K8 o ok 1549311 950
172.16.10-17Jocal 5353 22400251 209 17961 ki 13 209 17.961K8 0 Ok 0306813 1547326 950
Giose Heo

Statistics>Conversations
SharkFest’23 ASIA

to find TCP/UDP streanys™

» Sort by Bytes descending,
Check Name resolution,
make a Top list of TCP/UDP
streams to understand the
significant traffic

» TCP traffic Top3

6.5MB of tls(apple-dns.net



Basic Graph by application protocols). ..;si.

Singapore - Apr 17-19

The primary way to visualize the application trafffic
is using 1/0 Graph by types of application protocols

Statistics>1/0 Graph and check items on
dhcp, dns, http, smb, tls
The graph tells us each packet
by application protocols
with interval 1 second

L]
Al Packets [ | Line  Packets
cccccccccccc analysisflags [l Bar Packets
L] dhep dhep Line

PPPPPPP

PPPPPPP

None 1

[} dns dns Line None 1

Y Y Y ] http http Line None 1
[} smb smborsmb2 Line Packets None 1

L} tls tls Line  Packets None. 1

°
+ - B Mouse © drags O zooms. Interval 1scc - Time of day Log scale 8 Automatic Update Reset
Save As-- Cop Close Hel



Let’s start with Visualization slfires M

Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor
U dhcp dhcp . Line Packets None 1
] dns dns Line Packets None 1
O http http Line Packets None 1
] smb smb or smb2 Line Packets None 1
] tls tls Line Packets None 1
+ - Eo Mouse © drags O zooms Interval 1sec v (] Time of day (] Log scale Automatic Update Reset
Save As--- Copy Copy from ¥ ‘ Close ‘ Help

Let’s start Visualization, create an application
traffic bandwidth graph. Select Statistics>1/0 Graph

add items those Graph Name as dhcp, dns, http,
smb, tls, and each Display filter is the same, set
Style as Line, set Y Axis as Bits, set interval as 1 sec



Application traffic bandwidth

» Change Y axis from Packts to Bit, and

check Interval is 1 sec

» We can check bitrates
by each application
10° says Mbps
10° says Gbps

SharkFest’23 ASIA
Singapore - Apr 17-19

#sf23asia o

M Wireshark - 1/0 Graphs - application. .pcapng
Wireshark /0 Graphs: application.pcapng
1.75107 |
15107 |-
1.25107 |-
2 1107 |-
@
=
2 .
@ 75108 -
510° |-
25108 |
e . . | . |
0 25 50 100 125 150
Time (s)
Click chet 48 (0s = 696).
Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Fact
All Packets . Line Packets Non 1
O TCP Errors tep.analysis.flags . Bar Packets Non 1
dhep dhep [ ] Line Bits Non 1
dns dns Line Bits Non 1
http http Line Bits Non 1
smb smb or smb2 Line Bits Non 1
tls tls Line Bits Non 1
+| |- & Mouse © drags O zooms Interval I 1sec ) Time of day L¢ I Aut Update R
Save As* G opy fro Clo: Hel




Response time by Application WA W

Singapore - Apr 17-19

Some application dissector has the Wireshark -
Generated time fields[] that tell us response time.

http.time field in the http response packet means
the time between HTTP request and response.

dns.time tell us the DNS response

° . ° v Hypertext Transfer Protocol
time and icmp.resptime and
Content-Length: 14\r\n
Date: Tue, 04 Apr 2023 22:19:19 GMT\r\n

smb.time or smb2.time is also

Content-Type: text/plain\r\n

Contains reSponSG t‘ime iii:e-Contr‘ol: max-age=30, must-revalidate\r\n

[HTTP response 1/1]

[Time since request: 0.014466000 secon ds]
[Request in frame: 815]

[Request URI: http://www.msftncsi.com/ncsi.txt]
File Data: 14 bytes




Worst time within 1 seconds swirest 235

Enabled  Graph Name Display Filter Color Style Y Axis Y Field SMA Period
O dns response dns Line MAX(Y Field) dns.time None
O http response http Lin MAX(Y Field) v | http.time Non
O smb response smb or smb2 Lin Packets smb.time or smb2.time Non ‘ ‘
) icmp response icmp Line Z};tes icmp.resptime Non
its
'SUM(Y Field) |
+ = th [_?‘0 Mouse © drags O zooms Interval 1sec v COUNT FRAMES(Y Field) Automatic Update Reset
COUNT FIELDS(Y Field)
MAX(Y Field Copy from Close Help
MINCY Field) (%) do t+ od e9 03 da 30
AVG(Y Fie Id) 1K € a

» Statistics>1/0 Graph and check off all enabled
select dns/http/smb/icmp response items
enter Y fields as dns.time/http.time/smb.time or
smb2.time/icmp.resptime and choose MAX (Y Field)
in Y Axis listbox and enable these items.



Application/Service by specified suncezss

IPv4/IPv6 address range
Nowadays, most Internet application traffic use TLS

and some Google service use QUIC.
t is difficult to determine each application by

protocol filter without keys or proxy server.
How about IPv4/1Pvé address?

For example, Microsoft disclose Office 365 URLs and

IP address ranges at the support site
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-

address-ranges?view=0365-worldwide




IPv4/IPv6 address range of SharkFest'23ASIA

Office365 / Exchange endpoints

Office 365 URLs and IP
address ranges

Article « 03/02/2023 + 9 minutes to read « 12 contributors & Feedback

In this article

Exchange Online

SharePoint Online and OneDrive for Business
Skype for Business Online and Microsoft Teams
Microsoft 365 Common and Office Online

Related Topics

Office 365 requires connectivity to the Internet. The endpoints
below should be reachable for customers using Office 365 plans,

including Government Community Cloud (GCC).

Office 365 Worldwide (+GCC) | Office 365 operated by 21 Vianet |
Office 365 U.S. Government DoD | Office 365 U.S. Government GCC
High |

Notes Download Use

Last updated: 03/29/2023 - Download: all required and Use: our
optional destinations in one proxy PAC
JSON formatted & list. files

&y Change Log
subscription

Singapore - Apr 17-19

#sf23asia

« Download JSON formatted list and
convert it into Wireshark display
filter style

» Wireshark can use network
addresses with / mask length
like ip.addr==13.107.6.152/31,
ipv6.addr==2603:1006::/40



“id" T,

Convert JSON [P rangeuriszsasa

“servicebrea”: "Exchange”,
"Service?reaDispIayName": “"Exchange Online”, Singapore - Apr 17-19
“urls”:

_category :
required”: true

“out look.office.com”,

“out look.of fice365.com”

Optlmlze ,

into Display filter strings

"ips”: [ , #sf23asia
“13.107.6.162/317, . .
e o Add ip.addr== or ipv6.addr== strings
R ip.addr==13.107.6.152/31 or ip.addr==13.107.18.10/31 or
31959.95.218/32", ip.addr==13.107.128.0/22 or ip.addr==23.103.160.0/20 or
181713 0)92", ip.addr==40.96.0.0/13 or ip.addr==40.104.0.0/15 or
a0 v00. ip.addr==52.96.0.0/14 or ip.addr==131.253.33.215/32 or
ZR03:1008: %L ip.addr==132.245.0.0/16 or ip.addr==150.171.32.0/22 or
2003:10%0: /% ip.addr==204.79.197.215/32 or ipv6.addr==2603:1006::/40 or
L2008: 10%0::/38° . ipv6.addr==2603:1016::/36 or ipv6.addr==2603:1026::/36 or
J000: ec:d: 183128 ipv6.addr==2603:1036::/36 or ipv6.addr==2603:1046::/36 or
82 Jecic: 11128, ipv6.addr==2603:1056::/36 or ipv6.addr==2620:1ec:4::152/128 or
2020 tec: gm”%S ipv6.addr==2620:1ec:4::153/128 or ipv6.addr==2620:1ec:c::10/128 or
2020 1ec: 900: /gg/ fog" ipvé6.addr==2620:1ec:c::11/128 or ipv6.addr==2620:1ec:d::10/128 or
"3620+1ec:al?: : 153/128" ipv6.addr==2620:1ec:d::11/128 or ipv6.addr==2620:1ec:8f0::/46 or
::‘Egpgorts"f "%443& ipv6.addr==2620:1ec:900::/46 or ipv6.addr==2620:1ec:a92::152/128 or
e easRoute + the, ipv6.addr==2620:1ec:a92::153/128



Google services and customer’s W4 9
Google Cloud IPv4/IPv6 range A

Google also disclose the IP address range of ="

Google service and end-user’s Google Cloud
https://support.google.com/a/answer/10026322?hl=en

= Cosgembcpocesnri | Q. See o @ o Download the latest JSON
i lists and convert them
into Wireshark Display
Obtain Google IP address ranges . .
el reria Filter string styles

IP ranges that Google makes available to users on the internet &

g .
- Global and regional external IP address ranges for customers’ Google Cloud h t t S O / / WWW S ta t] C C O I I |
resources & [ [ ] [}

efault domains' IP address ranges for Google APIs and services fit within the

| ° [
ist of ranges between these 2 sources. (Subtract the usable ranges from the / 'I ra n e S / O O S O n
complete list.} °
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“syn
“cre

sy o e A s

f—

f—

f—

f—

— — — —

-

-

-

-

— — —

A—em

cToken”:

ationTime”:
“prefixes”: [{
ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvaPrefix”:
“ipvaPrefix”:
“ipvaPrefix”:
“ipvaPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:
“ipvdPrefix”:

pv4Pref\x":

"1680660288691”

"8.8.4.0/24"
"8.8.8.0/24"
"8.34.208.0/20”
"8.35.192.0/20”
"23.236.48.0/20”
"23.251.128.0/19”
"34.0.0.0/15"
"34.2.0.0/16"
"34.3.0.0/23"
"34.3.3.0/247
"34.3.4.0/247
"34.3.8.0/217
"34.3.16.0/20”
734.3.32.0/19"
"34.3.64.0/18"
"34.3.128.0/177
"34.4.0.0/147
"34.8.0.0/13"
"34.16.0.0/12"
"34.32.0.0/117
"34.64.0.0/107
"34.128.0.0/107
"35.184.0.0/13"
735.192.0.0/147

72023-04-04T19:04:48.691064",

Add ip.addr== or ipv6.addr== strings

ip.addr==108.170.192.0/18 or ip.addr==108.177.0.0/1 P (fkrest Z3/ABIA
ip.addr==130.211.0.0/16 or ip.addr==136.112.0.0/12 or
ip.addr==142.250.0.0/15 or ip.addr==146.148.0.0/17 or
ip.addr==162.216.148.0/22 or ip.addr==162.222.176.0/21 o#sf23asia
ip.addr==172.110.32.0/21 or ip.addr==172.217.0.0/16 or
ip.addr==172.253.0.0/16 or ip.addr==173.194.0.0/16 or
ip.addr==173.255.112.0/20 or ip.addr==192.158.28.0/22 or
ip.addr==192.178.0.0/15 or ip.addr==193.186.4.0/24 or
ip.addr==199.36.154.0/23 or ip.addr==199.36.156.0/24 or
ip.addr==199.192.112.0/22 or ip.addr==199.223.232.0/21 or
ip.addr==207.223.160.0/20 or ip.addr==208.65.152.0/22 or
ip.addr==208.68.108.0/22 or ip.addr==208.81.188.0/22 or
ip.addr==208.117.224.0/19 or ip.addr==209.85.128.0/17 or
ip.addr==216.58.192.0/19 or ip.addr==216.73.80.0/20 or
ip.addr==216.239.32.0/19 or ipv6.addr==2001:4860::/32 or
ipv6.addr==2404:6800::/32 or ipv6.addr==2404:f340::/32 or
ipv6.addr==2600:1900::/28 or ipvé6.addr==2606:73c0::/32 or
ipv6.addr==2607:f8b0::/32 or ipv6.addr==2620:11a:a000::/40 or
ipv6.addr==2620:120:e000::/40 or ipv6.addr==2800:3f0::/32 or
ipv6.addr==2a00:1450::/32 or ipvé6.addr==2c0f:fb50::/32



Create a Display Filter macro. Shirest 23ASIA
without any parameters

As usual, we declare Display Filter macro with some

#sf23asia

parameters using $1, S2, ... M Display Filter Macros

For example, the Name is “ver’

The text is “ip.version==51" Name  Text

type S{Ver:4} in D]Sp[ay filter ver ip.version==%1

We can also make a Display filter macro without any
parameters, define long display filter strings for the
use of some alias



Create each Display filter macro swieeszaasa

Singapore - Apr 17-19

[ M Display Filter Macros X
‘ Name Text

ver ip.version==%$1

office365 ip.addr==13.107.6.152/31 or ip.addr==13.107.18.10/31 or ip.addr==13.107.128.0/22 or ip.addr==23.1C
{ google ip.addr==108.170.192.0/18 or ip.addr==108.177.0.0/17 or ip.addr==130.211.0.0/16 or ip.addr==136.11
| twitter ip.addr==69.195.160.0/24 or ip.addr==69.195.162.0/24 or ip.addr==69.195.163.0/24 or ip.addr==69.1¢

’ facebook ip.addr==31.13.24.0/21 or ip.addr==31.13.64.0/19 or ip.addr==31.13.64.0/24 or ip.addr==31.13.69.0/2:

‘ + - b A v E‘o C-#¥Users¥1akeshitaMegumi¥AppData¥Roaming¥Wireshark¥dfilter macros

B = Frotll NI,
» Create new Display filter macros without parameters
» Set IP address range for each application/service
» We set office365, google, facebook, and twitter



Use display filter macro in Wireshagk.zsasa

Singapore - Apr 17-19

» Back to Wireshark, we use a long display filter‘to

#sf23asia
pick up office365 ip address range, like below
M application.pcapng O X
IJ71UF)  fREE) FonV) BEIG) FvIFVC) oA HEHS) By  ERW) YoM AVTH
- ® &@Qc“b‘é?il%@@@ﬁ
l | ip.addr==13.107.6.152/31 or ip.addr==13.107.18.10/31 or ip.addr==13.107.128.0/22 or ip.addr==23.103.160.0/20 or ip.addr==40.96.0.0/13 or ip.addr==40.104.0.0/15 or ip.addr==52.9p.¢ '] +
No. Time Source Destination Protocol Length Info L
218 3.565912 40.99.36.146 172.16.11.190 TLSv1.2 89 Application Data
219 3.565913 40.99.36.146 172.16.11.190 TLSv1.2 1137 Application Data |

» Just type S{office365} in the display filter, it works!!

M application.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

- ® REG Rep=EZp I = QQQAH

(1] $loffice365] X -] +

No. Time Source Destination Protocol Length Info _H
218 3.565912 40.99.36.146 172.16.11.190 TLSv1.2 89 Application Data

219 3.565913 40.99.36.146 172.16.11.190 TLSv1.2 1137 Application Data ]



Create application bandwidth graph:..san

Singapore -Apr 17-19

You didn't specify a field name. Click to select a portion of the graph.

Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor
office365 ${office365} . Bar Bits None 1
google ${google} Bar Bits None 1
twitter ${office365} . Bar Bits None 1
facebook ${facebook} Bar v | Bits None 1
+ - b E'O Mouse O drags © zooms Interval 1sec ~ (J Time of day (] Log scale Automatic Update Reset

Statistics>1/0O Graph and check off all enabled

Create items office365, google, twitter, facebook
these filter is S{office365}, S{google}, S{twitter},
S{facebook} and sets Style as Bar, Y axis as Bit and
set interval as 1 sec. Then enable these items



SharkFest’23 ASIA
Singapore - Apr 17-19

Visualize application by colour

M Wireshark -1/0 Graphs - application.pcapng

Wireshark 1/0 Graphs: application.pcapng

« We can Visuatsze
each application
traffic by colour

Google is th
t d in thi
; trace, and the
Hover over the graph for details. Q ©
EEEEEEE Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor I I l aX a n W] t ] S
[ | Bar Bits None 1
Z o ogle Bar Bits None 1
| 2 twitter ${twitter) . Bar Bits None 1 a b O u t 1 OM b S
facebook ${facebook} Bar Bits None 1
- M al 1sec ~ [ Time of day [ Log scale 2 A




Response time of each application sfurzsasn

Singapore - Apr 17-19

How about the response time of each service? ...
It is impossible to decrypt each TLS connection,
(except you have a proxy server or server’s key)

So we try to use lower layer header information,
TCP fields of each connection instead of upper layer.

Let’s check TCP connection, back to Wireshark,
tcp.stream==5 to filter some TCP connections,
then look for a syn-ack packet of #350 frame.



How long time it took to ACK the segment _¢_ .,

S i Singapore - Apr 17-19

M application.pcapng

ile Edit ;iew Go ;p;re ané[y‘zi ‘_S_t:a:tistTi‘cs;Tegho; @wliregssalggls Help ° W-i reS h a rk CO l leCtS

[ | tep.stream==5

No. Time Source Destination Protocol Length Info #Sf33as'la
347 5.775233 172.16.11.190 52.168.117.170 TCP 66 55388 - 443 [SYN] Seq=0 ea‘ r0| I n r] p

350 5.949058 52.168.117.170 172.16.11.190 TCP 66 443 » 55388 [SYN, ACK]
351 5.949160 172.16.11.190 52.168.117.170 TCP 54 55388 -» 443 [ACK] Seqg=1 °
352 5.949457 172.16.11.190 52.168.117.170 TLSv1.2 571 Client Hello t] m e to m eaSl I re h OW
Internet Protocol Version 4, Src: 52.168.117.170, Dst: 172.16.11.190 e0 el a9 1c
v Transmission Control Protocol, Src Port: 443, Dst Port: 55388, Seq: @, Ack: 1, 00 34 ef 4c

nizn long time it took to

Destination Port: 04 02
[Stream index: 5]

[Conversation completeness: Incomplete, DATA (15)]
5 St ACK the segment

Sequence Number: @ (relative sequence number)
Sequence Number (raw): 3939832983 O
[Next Sequence Number: 1 (relative sequence number)]

Acknowledgment Number: 1 (relative ack number) tC p ° a n a lyS] S ° ac k rtt
Acknowledgment number (raw): 1036820038 I

1000 .... = Header Length: 32 bytes (8)

vimdou: 535 » We can use an average

[Calculated window size: 65535]
Checksum: ©x5776 [unverified]

[cecorm St mersfia] time of 1 second to

Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale,
[Timestamps]

[ ] [ ]
Visualize the
[This is an ACK to the segment in frame: 347]

[The RTT to ACK the segment was: 0.173825000 seconds]

_ application response.

O 7 How long time it took to ACK the segment (RTT) (tcp.analysis.ack_rtt) Packets: 74657 - Displayed: 130 (0.2%)




The alternative of appllcatlon response, Ll.!lﬂﬁusm

Enabled Graph Name Display Filter Color Styl Y Axi Y Field SMA Period Y Axis Fac
O office365 respon ${office365) B ‘AVGYF eld) « |tepanalysisack rtt  None 1
O google response ${google} Line |Packets tep.analysis.ack_rtt N 1
O twitter response ${twitter} - Line BY"GS tep.analysis.ack_rtt None 1
O facebook response ${facebook} Line SS?\/I(Y Field) tcp.analysis.ack rtt - N 1 ‘ ‘
| COUNT FRAMES(Y Field)
+ - m B Mouse © drags O zooms Interval 1sec ~ COUNT FIELDS(Y Field) scale @ Automatic Update Reset
MAX(Y Field)
MIN(Y Field) = Copy from |  Close | Help

AVG(Y Field

» Statistics>1/0 Graph and check off all enabled

» Create items office365 response, google response,
twitter response, facebook response these filter is
S{office365}, S{google}, S{twitter}, S{facebook} and
sets Style as Line, Y axis as AVG(Y Field) and set Y
Field as tcp.analysis.ack_rtt




Check App’s Response

.
M Wireshark - 1/0 Graphs - application.pcapng

Wireshark 1/0 Graphs: application.pcapng

y TC P RTT SharkFest’23 ASIA

Singapore - Apr 17-19

005 |- | #sf23asia
(
\
0.04 - o
8 | °
1z
S o Service response
3 \
° |
w
> [l
s
< 002 - ‘ [ 1 St
| \ ‘ A .
| I ‘ |
| | O
{
4 - 2 Twitter
.
‘ * J ‘ ‘ ' 3rd Office365
25 50 75 100 125 150
Time (s)
You didn't specify a field name. Hover over the graph for details.
Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Fac
office365 response ${office365} . Line  AVG(Y Field) tep.analysis.ack_rtt None 1
google response ${google} Line  AVG(Y Field) tcp.analysis.ack_rtt None 1
twitter response ${twitter} . Line  AVG(Y Field) tcp.analysis.ack_rtt None 1 I
facebook response ${facebook} Line  AVG(Y Field) tep.analysis.ack_rtt None 1
+ =| W E‘g Mouse © drags O zooms Interval [J Time of day [J Log scale Automatic Update i Reset
Save As - Copy Copy from Close Help




Characteristics of UDP Application sjieszsasn

Singapore - Apr 17-19

Open another trace file, application2.pcapng ,_,....

This trace contains TfGen, traffic generator packets,
UDP echo (port 7) protocol as well as HTTP traffic.

Change configuration =
profiles from default |7 orem e 4
. . lizationlkbps] : -
to UDP application Destinafion 127.0.0.1 start
o o Time To Live 16 P
Check the characteristics = " echo

Traffic Pattern Continuous and constant

of UDP application.

Period to update 0




UDP Application bandwidth graph sfes2sasn

Singapore - Apr 17-19

Select Statistics>1/0 graph and add an item as ,JCP
application that display filter is “tcp”, set Style as
Line, set Y Axis as Bits and add an item as UDP
application that display filter is “udp”, set Style as
Bar, Y Axis as Bits, then check enabled

Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor
TCP application tcp . Line Bits None 1
UDP application udp . Bar Bits None 1

This easy graph shows us the characteristics
between TCP and UDP



UDP uses fixed bandwidth prior to TCP at first

SharkFest'23 ASIA
then TCP bandwidth changes dynamically Ssepore Apr 175
| ~we—— o TCP application (http)
=0 = works freely without
UDP traffic at first

(change output segment
size, receive window
size by round trip time)

UDP appllcatlon

o starts at this time  u_— UDP application (eChO)

TCP appllcatlon
| works freely without
UDP traffic

Reserving 4kbps

reserve fixed bandwidth
4kbps prior to TCP app.



Check UDP application (echo) frame rate

SharlcFect’?2 ASIA
. . ‘ application2.pcapng
PY Set t h e d 'I S p lay f'l lte r aS File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
LG RE Res=Fa==aaam
h d check h o

e C O a n C e C e a C No. Time Source Destination Protocol

34625 199.204459 192.168.100.130 192.168.100.254 ECHO

ac ket 34626 199.217786 192.168.100.130 192.168.100.254 ECHO

p O 34627 199.227979 192.168.100.130 192.168.100.254 ECHO

34628 199.246454 192.168.100.130 192.168.100.254 ECHO

o CheCk UDP application 34629 199.266238  192.168.100.130 192.168.100. 254 ECHO__

Frame 34630: 1292 bytes on wire (10336 bits), 1292 bytes ( 0020
Ethernet II, Src: Toshiba 8b:1d:73 (b8:6b:23:8b:1d:73), Ds¢ 9030

frame rate by Time delta ) Internet Protocol Version 4, Src: 192.168.100.130, Dst: 1; 0040

. . User Datagram Protocol, Src Port: 64541, Dst Port: 7 ggzg

from previous fame in ettinstoo ports 7 oo

. Length: 1258 0090
Checksum: ox4fcd [ ified]

this UDP stream nccim Seacs: omertftod =

[Stream index: 306] 00c0o

(udp.time_delta) * [rinestanps) ot

[Time since first frame: 14.955192000 seconds]
[Time since previous frame: ©.010054000 seconds ] oofo

» Also compare TCP RTT e pasload (1250 e e
Wi t h U D P fra m e ti m i n g O @ Time delta from previous frame in this UDP stream (udp.time_delta)




TCP RTT vs UDP frame timing

SharkFest’23 ASIA
Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor
TCP RTT (http) tcp.port==80 . Line AVG(Y Field) tcp.analysis.ack_rtt None 1
UDP frame timing (echo)  udp.port==7 . Bar AVG(Y Field) udp.time_delta None 1

Select Statistics>I/0 graph and add an item as

TCP RTT (http), set Display Filter as “tcp.port==80”,
set Style as Line, set Y Axis as AVG(Y Field),

set Y Field as “tcp.analysis.ack_rtt” and add an item
as UDP frame timing (echo), set Display Filter as
“udp.port==7", set Style as Bar, set Y Axis as AVG(Y
Field), set Y Field as “udp.time_delta”

Enabled both items and reset the Graph




UDP sends packets on constant WA W

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa Singapore - Apr 17-19

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa \\\ . Blueline <
\, m (TCP RTT) changes
1 dynamically by

the traffic status

|
| I
| \‘
| |
! |
A |
A—— Red Bars (UDP
ol WA — ’
I . . |
50 100 150 200 .
Time (s)
You didn't specify a field name. No packets in interval (31s). O ©
aaaaaaaaaaaaaa Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor ra I I l e ] I I l ] | l g a re
TCP RTT (http) tep.port==80 i i . is.ack 1
UDP frame timing (echo)  udp.port==7 Bar AVG(Y Field) udp.time_delta None 1
SETT T > 2o it 1305 OTmectdey O Logacs AworaticUpdte | __Reset_ | a l Mmos t t h e same
Save As* Help

oooooooooooooooooo

- UDP application is prior and height and lower
faster than TCP than the blue line




SharkFest’23 ASIA

Compare each UDP applications |

In this case, we compare Youtube with Zoom,
both services are based on UDP protocols #sf23asia
(another trace file: application3.pcapng)

Youtube uses Google’s QUIC, and Zoom uses a
customised RTP protocol.

UDP has no retransmission, no flow control,

no mechanism of control bandwidth ( application
protocol does everything )

So first UDP application takes the bandwidth,
the later TCP application suffers.



IPv4/IPvé address range of Zoom w4 9

» Zoom network address blocks are below Reroe e NP

https://support.zoom.us/hc/en-us/articles/201362683-Zoom-
network-firewall-or-proxy-server-settings

Zoom network firewall or proxy
server settings

#sf23asia

Create Display
Filter Macros of
Last Updated: March 31, 2023
[ ]
If your app stays in a "connecting” mode or has timed out due to Network error, please try again or Can't connect to our service,
please check your network connection and try again issues, it could be related to your network connection, network firewall O O I I l ] p ra n e
settings, or web security gateway settings.

Note: Check your network connection by opening a browser and ensure that you can access https://zoom.us

This article covers: M Display Filter Macros X
e Zoom firewall rules N Text
X ame ex
e Firewall rules for Zoom Phone X X
ver ip.version==$1

* Firewall rules for Zoom Contact Center zoom  ip.addr==3.7.35.0/25 or ip.addr==3.21.137.128/25 or ip.addr==3.22.11.0/24 or ip.addr==3.23.93.0/24 or ip

¢ Firewall rules for Zoom website

o Firewall rules for certificate validation

e Zoom CDN

e Zoom Device Management (ZDM) —

¢ |IPranges txt files
* Proxy server + - b A Vv E‘a C-HUsers¥]akeshitaMegumi¥AppData¥Roaming¥:--k¥profiles¥UDP application¥dfilter macros
¢ Firewall rules for other Zoom services

OK Copy from ¥ Cancel Help



* YouTube

® |Let’s Test the Applicationmiceszzasa
! bandwidth and response

- e S
111 T 9o, =% o o

Singapore - Apr 17-19

o First, Open Chrome and Play Youtube video
4k Full HD streaming using Google QUIC

o Second, Start video conference using Zoom
Zoom uses its customized RTP/RTCP.

o o x

Quick demonstration of WiFi6 IEEEBO2 Hax capturing by TamoSoft CommView For WiFi

s

Fle Edit View Go Capture Analyze Statistcs Telephony Wireless Tools Help

= o Capture and save trace file as

oo
690 3.282091 172.16.11.190 144.195.81.108 wop 1153 54772 » 8801 Len=1111

691 3.282112 172.16.11.19 144.195.81.108 P 1184 54772 » 8801 Len-1142

703 3.313451 172.16.11.190 144.195.81.108 wop 1020 54772 » 8801 Len=078

704 3.313510 172.16.11.190 144.195.81.108 P 1019 54772 » 8801 Len=077 O O

705 3.313533 172.16.11.190 144.195.81.108 wp 1019 54772 » 8801 Len=077

706 3.344735 172.16.11.19 144.195.81.108 o 1106 54772 » 8801 Len=1064

707 3.344822 172.16.11.190 144.195.81.108 P 1106 54772 » 8801 Len=1064 L
708 3.344847 172.16.11.190 144.195.81.108 o 1106 54772 » 8301 Len-1064

709 3.344890 172.16.11.190 144.195.81.108 wop 1106 54772 » 8801 Len=1064

710 3.344913 172.16.11.190 144.195.81.108 wop 1106 54772 » 8801 Len=1064

711 3.344935 172.16.11.190 144.195.81.108 UoP. 1137 54772 > 8801 Len=1095

e R  Open the file and create a bandwi
graph and UDP frame timing graph
between Google and Zoom

User Datagram Protocol, Src Port: 54774, Dst Port: 8801
Data (93 bytes)

@ 7 Frame (frame). 135 by Packets: 147026 - Displayed: 23958 (18.3%) - Dropped: 72 (008 | Profile: UDP application




CheCk GOOgle QUIC trafﬁc SharkFest’23ASIA

Statistics>Conversation and choose UDP with Name Stz et
the resolution, sort traffic by the number of packets

Select the 1st UDP conversation of 59.648MBytes

Address A Port Ais 172.16.11.190:58274 (Client Chrome)
Address B Port B is rr3.sn-npoe7nek.googlevideo.com:443
(UDP port 443 means Google QUIC protocol by Youtube)

this traffic starts soon after starting the capture, duration is
51. 7742, so this conversation (udp.stream==65) is Youtube

#sf23asia

‘ Wireshark - Conversations - application3 .pcapng

Conversation Settings Ethernet- 117  IPv4-127  IPv6-36  TCP-99  UDP - 522
e reseliien Address A Port A Address B Port B Packets Bytes Stream ID Packets A— B Bytes A— B Packets B— A Bytes B — A Rel Start Duration Bits/s A —
B ol e 172.16.11.190 58274 rr3.sn-npoe7nek.googlevideo.com 443 53,964 59.648 MiB 65 5823 610.170 KiB 48141 (ECI052IVIEN JAHEEE8] 517742 94.281K
o 172.16.11.190 49906 144.195.87.230 8801 7,072 7.198 MiB 56 3299  3.385MiB 3773 3813 MiB 2190351 50.5892 548.135K
Hmit to display filter 172.16.11.190 49909 144.195.87.230 8801 3,386 736.145 KiB 0 2,022 419.454 KiB 1,364 316,690 KiB 0.000000 527798  63.577K
172.16.11.190 51401 nrt12s18-in-f6.1e100.net 443 1,473 1.650 MiB 22 136 11.237 KiB 1337 1.639MiB 0679992 00809  1.085M
172.16.11.190 61246 rr2.sn-oguesn6s.googlevideo.com 443 1,184 1.250 MiB 51 163 19.785KiB 1,021 1.231 MiB  1.735490 21.7509 7.276 K

172.16.11.190 57662 rr2.sn-oguesn6s.googlevideo.com 443 465 481.091 KiB 520 85 9.151 KiB 380 471.939 KiB 54.093252 0.0971 753.765K
Follow Stream-- 172.16.11.190 58055 nrt12s35-in-f14.1€100.net 443 322 171.742 KiB 21 114 32326 KiB 208 139416 KiB 0.673120 41.1407 6.285 K
172 1211 10N E2E82 224 NN72K1 E2R2 272 12 N2E KiR 17 27 12 N2E ViR n nIvAk nconna2 A2 21292 2702 ¥



Check Zoom video traffic WA W

O X

M application3.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 ® RO Re»=Zp I =QQAQAH
|${zoom} v] +
No. Time Source Destination Protocol Length Info
71035 50.936188 i172.16.11.190 :144.195.87.230 ubP 123 49906 -» 8801 Len=81
71404 51.055959 4144.195.87.23@ .172.16.11.190 UDP 133 8801 > 49906 Len=91
71405 51.056131 172.16.11.190 144.195.87.230 WireGu.. 151 Transport Data, receiver
71406 51.064682 144.195.87.230 172.16.11.190 WireGu.. 123 Transport Data, receiver

» Look for Zoom traffic, set Display filter as S{zoom}
we can find UDP packets between Zoom Client
(172.16.11.190:49909) and Server(144.195.87.230:8801)

o Statistics>Conversation and choose UDP with Name resolution

o We can find 2" UDP traffic of 7072 packets, 7.198MBytes,
this UDP stream (udp.stream==56) is Zoom video traffic.



Bandwidth graph between Youtube and Zoom, £ ... .

Enabled Graph Name Display Filter Color Style Y Axis Y Field SMA Period Y Axis Factor

Google bandwi... udp.stream==65 . Line Bits None 1
Zoom bandwidth udp.stream==56 . Bar Bits None 1

Select Statistics>I/0 graph and add an item as

Google bandwidth, set Display Filter as
udp.stream==65, set Style as Line, set Y Axis as Bits,

and add an item as Zoom bandwidth, set Display
Filter as udp.stream==56, set Style as Bar, set Y Axis
as Bits, then check both items

Make a bandwidth graph between Youtube and Zoom



Bandw1dth usage between Google and Zoom

Peak
Youtube
bandwidth

SharkFest'23 ASIA
Singapore - Apr 17-19

» This trace includes 4K
30fps Youtube video
traffic at first

oo« Peak Google QUIC
e bandwidth is 62Mbps and
Bt . Start Zoom meeting
after 19 seconds later




Check off Google bandWIdth and focus on Zogm_ .

Singapore - Apr 17-19

Peak traffic is
about 4Mbps

After 40 seconds ® CheCk Off Google #sf23asia
bandwidth item and focus on
Zoom bandwidth

» Actual Zoom meeting traffic
starts at 19 seconds later,
and actual traffic is about
1Mbps at first, then speed up

. 0 Zoom traffic starts at 19 E——ry—

seconds later == at 4Mbps after 40 seconds

eeeee




Create application response time 4. . k.

Singapore - Apr 17-19

Select Statistics>1/0 graph and add an item as
Google response, set Display Filter as pof2sesta
udp.stream==65, set Style as Line, set Y Axis as
AVG(Y Fields), set Y Field as udp.time_delta and add
an item as Zoom response, set Display Filter as
udp.stream==56, set Style as Line, set Y Axis as
AVG(Y Fields), set Y Field as udp.time_delta , then
check both items

Enabled Graph Name Display Filter Color  Style Y Axis Y Field SMA Period Y Axis Factor

O Google response udp.stream==65 . Line AVG(Y Field) udp.time_delta None 1
O Zoom res ponse udp.stream==>56 . Bar AVG(Y Field) udp.time_delta None 1




SharkFest'23 ASIA
Singapore - Apr 17-19

UDP frame send timing of Zoom application

aaaaaaaaaaaaaaaaaaaaaa
ppppppppppppp

Wireshark 1/0 Graphs: application3.pcapng

» Check the red line; ™"

it means Zoom response
Zoom response ( Udp frame Send t]m]ng)

(udp frame send timing)

QUM . Zoom meeting starts at
during the meeting (.
19 seconds, then Zoom
response is low until 50
seconds at the end

Zoom meeting starts at i ey o
19 seconds




UDP frame send timing of Youtube Video WA W

A Wirshark 0 Graphs  appication’ pcapng Singapore - Apr 17-19

o Check the blue line,

Youtube frame send sf23asia

R it means Youtube respénse

the increase of Zoom

traffic at 37 second. ( udp frame send timing)

» Youtube frame send timing
is affected by the start of
Zoom application traffic at
19 sec and the increase of
Zoom traffic at 37 sec.

Youtube frame send timing is affected by ™

the start of Zoom application traffic at 19 |

second, then stable and low value e But soon go back to normal




We can extend Wireshark Visualizatjo,

ASIA

by exportmg the trace as JSON, CSV="

pppppppppppppppppp

Merge...

Export PDUs to File.
Strip Headers...

Export TLS Session Keys...

Export Objects

Print...

pture  Analyze Sta

Ctrl+O

Telephony  Wireles
ET;ZEQQ
, |
Destination
1.190 144.195.
1.190 144.195.
poe7nek.goo.. 172.16.:
ift+ 87.230 172.16.:
R 1.190 144,195,
E
| (2488 bits), 311 byt
As Plain Text... p0:04
As CSV.. 30 (1
As "C" Arrays...
As PSML XML... S0, I
As PDML XML...
As JSON...
t fragment
nt Offset: ©

#sf23asia

File>Export Packet Dissections
As CSV... or As JSON...

We can use Excel to create Pie
charts, Splunk or Erastic Search

Kibana Grafana to create
Data Analysis ( or ChatGPT?)

tshark is useful to create
output data (-T and -e options)



Wireshark 1/0 Graph is also one °f589e929|A5,A
tools for visualizing application traffic™

Excel, Splunk and other data analysis

tools are good options for Visualization,

but Wireshark |/O Graph is easy to use, =~ .
no need for a complicated configuration: ——+ -~
We can try and get Visualization results

within the Wireshark |/0 graph easily.

Use Wireshark /0O graph and Visualize,
troubleshoot your application problems.. -, - . -



USE WIRESHARK e

#sf23asia

Thank you for watching.

Please complete the Google form survey

trace files and Wireshark profiles are here:
https://www.ikeriri.ne.jp/sharkfest/
VisualizeApplicationTraffic.zip

Ikeriri network service
http://www. ikeriri.ne. jp
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