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Visualize application traffic using 
Wireshark

02 12:15-13:30 SGT

on 17th April 2023

Extend your Wireshark expression with the intelligent use of the Graph function.

Ikeriri network service
Megumi Takeshita

Materials: all trace files and profiles are here
https://www.ikeriri.ne.jp/sharkfest/VisualizeApplicationTraffic.zip
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Megumi Takeshita, packet otaku
• Founder, ikeriri network service co., ltd
• Reseller of CACE technologies in 2008
• Worked SE/IS at BayNetwork, Nortel
• Wrote 10+ books about Wireshark
• Instruct Wireshark to JSDF and other company
• lecturer of CHUO university 
• Reseller of packet capture / wireless-tools
• One of the contributors of Wireshark

Translate Wireshark into Japanese
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Session Details
We know Wireshark is good at trace file investigation with 3000 over 
protocol dissectors, but it is also an excellent tool for vizualizing
traffic with a series of Graph functions. Megumi shows you TIPS and 
Tricks to use Wireshark as a graphical chart creation tool. Colourful
charts tell you the traffic flow situation quickly, and those who are not 
users of Wireshark will also be satisfied.

Materials
all trace files and Wireshark profiles are here
https://www.ikeriri.ne.jp/sharkfest/VisualizeApplicationTraffic.zip
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Visualize Application Traffic
● Wireshark has over 3k protocols that include many 

applications from HTTP to Gaming.
● We can utilize over 285k fields for visualizing 

application traffic.
● A most easy and common ways for visualization is 

the I/O graph with adequate display filter.
● Download materials and copy profile settings 

https://www.ikeriri.ne.jp/sharkfest/VisualizeAppli
cationTraffic.zip

4
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Copy Wireshark settings
● Open Wireshark, Help>About Wireshark and

choose the Folders tab to find personal configuration
● “tshark –G folders” also works in CLI 

5
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Personal Configuration
● Unzip and copy Wireshark configuration contents to

our personal configuration folder
● There are Default and TCP/UDP application profiles 

6
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Unzip trace files
● Unzip tracefile.zip, there are three trace files,

application.pcapng (TCP/UDP applications)
application2.pcapng (HTTP/echo test traffic)
application3.pcapng (Youtube and Zoom traffic)

7

● open application.pcapng,
View>Name Resolution
>Resolve Network Address
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Protocol Hierarchy Statistics and Multicast
● Statistics>Protocol Hierarchy

Statistics and check the 
application protocols

● 93% is IPv4, IPv6 is few.
● There are TCP protocols, 

HTTP, TLS and others.
Little UDP protocols, DNS, 
DHCP, SMB, QUIC and others

● Statistics>UDP Multicast 
Streams to check multicast 8
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TCP/UDP conversation● Statistics>Conversations
to find TCP/UDP streams

● Sort by Bytes descending,
Check Name resolution,
make a Top list of TCP/UDP 
streams to understand the 
significant traffic

● TCP traffic Top3
18MB of tls(kantei.go.jp)
12MB of tls(mod.go.jp)
6.5MB of tls(apple-dns.net)

9

● UDP Traffic Top3
2.1MB of QUIC(fbcdn.net)
1.8MB of QUIC(fbcdn.net)
1.2MB of QUIC(akamai)
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Basic Graph by application protocols
● The primary way to visualize the application traffic 

is using I/O Graph by types of application protocols
● Statistics>I/O Graph and check items on 

dhcp, dns, http, smb, tls
● The graph tells us each packet

by application protocols
with interval 1 second

● We can change Y axis from 
Packets to Bits to find bitrates.

10
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Let’s start with Visualization

● Let’s start Visualization, create an application 
traffic bandwidth graph. Select Statistics>I/O Graph

● add items those Graph Name as dhcp, dns, http, 
smb, tls, and each Display filter is the same, set 
Style as Line, set Y Axis as Bits, set interval as 1 sec

11
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Application traffic bandwidth
● Change Y axis from Packts to Bit, and

check Interval is 1 sec
● We can check bitrates

by each application
10⁶ says Mbps
10⁹ says Gbps

12
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Response time by Application
● Some application dissector has the Wireshark

Generated time fields[] that tell us response time.
● http.time field in the http response packet means 

the time between HTTP request and response.
● dns.time tell us the DNS response

time and icmp.resptime and
smb.time or smb2.time is also
contains response time

13
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Worst time within 1 seconds

● Statistics>I/O Graph and check off all enabled
select dns/http/smb/icmp response items
enter Y fields as dns.time/http.time/smb.time or 
smb2.time/icmp.resptime and choose MAX (Y Field) 
in Y Axis listbox and enable these items. 14
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Application/Service by specified
IPv4/IPv6 address range

● Nowadays, most Internet application traffic use TLS 
and some Google service use QUIC.

● It is difficult to determine each application by 
protocol filter without keys or proxy server.
How about IPv4/IPv6 address?

● For example, Microsoft disclose Office 365 URLs and 
IP address ranges at the support site
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-
address-ranges?view=o365-worldwide 15
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IPv4/IPv6 address range of 
Office365 / Exchange endpoints 

● Download JSON formatted list and 
convert it into Wireshark display 
filter style

● Wireshark can use network 
addresses with / mask length
like ip.addr==13.107.6.152/31,
ipv6.addr==2603:1006::/40

16
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Convert JSON IP range 
into Display filter strings
● Add ip.addr== or ipv6.addr== strings
ip.addr==13.107.6.152/31 or ip.addr==13.107.18.10/31 or 
ip.addr==13.107.128.0/22 or ip.addr==23.103.160.0/20 or 
ip.addr==40.96.0.0/13 or ip.addr==40.104.0.0/15 or 
ip.addr==52.96.0.0/14 or ip.addr==131.253.33.215/32 or 
ip.addr==132.245.0.0/16 or ip.addr==150.171.32.0/22 or 
ip.addr==204.79.197.215/32 or ipv6.addr==2603:1006::/40 or 
ipv6.addr==2603:1016::/36 or ipv6.addr==2603:1026::/36 or 
ipv6.addr==2603:1036::/36 or ipv6.addr==2603:1046::/36 or 
ipv6.addr==2603:1056::/36 or ipv6.addr==2620:1ec:4::152/128 or 
ipv6.addr==2620:1ec:4::153/128 or ipv6.addr==2620:1ec:c::10/128 or 
ipv6.addr==2620:1ec:c::11/128 or ipv6.addr==2620:1ec:d::10/128 or 
ipv6.addr==2620:1ec:d::11/128 or ipv6.addr==2620:1ec:8f0::/46 or 
ipv6.addr==2620:1ec:900::/46 or ipv6.addr==2620:1ec:a92::152/128 or 
ipv6.addr==2620:1ec:a92::153/128

17
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Google services and customer’s 
Google Cloud IPv4/IPv6 range
● Google also disclose the IP address range of 

Google service and end-user’s Google Cloud
https://support.google.com/a/answer/10026322?hl=en

18

● Download the latest JSON 
lists and convert them 
into Wireshark Display 
Filter string styles
https://www.gstatic.com
/ipranges/goog.json
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● Add ip.addr== or ipv6.addr== strings 
ip.addr==108.170.192.0/18 or ip.addr==108.177.0.0/17 or 
ip.addr==130.211.0.0/16 or ip.addr==136.112.0.0/12 or 
ip.addr==142.250.0.0/15 or ip.addr==146.148.0.0/17 or 
ip.addr==162.216.148.0/22 or ip.addr==162.222.176.0/21 or 
ip.addr==172.110.32.0/21 or ip.addr==172.217.0.0/16 or 
ip.addr==172.253.0.0/16 or ip.addr==173.194.0.0/16 or 
ip.addr==173.255.112.0/20 or ip.addr==192.158.28.0/22 or 
ip.addr==192.178.0.0/15 or ip.addr==193.186.4.0/24 or 
ip.addr==199.36.154.0/23 or ip.addr==199.36.156.0/24 or 
ip.addr==199.192.112.0/22 or ip.addr==199.223.232.0/21 or 
ip.addr==207.223.160.0/20 or ip.addr==208.65.152.0/22 or 
ip.addr==208.68.108.0/22 or ip.addr==208.81.188.0/22 or 
ip.addr==208.117.224.0/19 or ip.addr==209.85.128.0/17 or 
ip.addr==216.58.192.0/19 or ip.addr==216.73.80.0/20 or 
ip.addr==216.239.32.0/19 or ipv6.addr==2001:4860::/32 or 
ipv6.addr==2404:6800::/32 or ipv6.addr==2404:f340::/32 or 
ipv6.addr==2600:1900::/28 or ipv6.addr==2606:73c0::/32 or 
ipv6.addr==2607:f8b0::/32 or ipv6.addr==2620:11a:a000::/40 or 
ipv6.addr==2620:120:e000::/40 or ipv6.addr==2800:3f0::/32 or 
ipv6.addr==2a00:1450::/32 or ipv6.addr==2c0f:fb50::/32

19
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Create a Display Filter macro.
without any parameters
● As usual, we declare Display Filter macro with some 

parameters using $1, $2, … 
For example, the Name is “ver”
The text is “ip.version==$1”
type ${ver:4} in Display filter

● We can also make a Display filter macro without any 
parameters, define long display filter strings for the 
use of some alias

20
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Create each Display filter macro

● Create new Display filter macros without parameters
● Set IP address range for each application/service
● We set office365, google, facebook, and twitter 21
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Use display filter macro in Wireshark
● Back to Wireshark, we use a long display filter to 

pick up office365 ip address range, like below

● Just type ${office365} in the display filter, it works!!

22
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Create application bandwidth graph

● Statistics>I/O Graph and check off all enabled
● Create items office365, google, twitter, facebook

these filter is ${office365}, ${google}, ${twitter}, 
${facebook} and sets Style as Bar, Y axis as Bit and 
set interval as 1 sec. Then enable these items

23
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Visualize application by colour

● We can Visualize
each application 
traffic by colour

● Google is the 
most used in this 
trace, and the 
max bandwidth is 
about 10Mbps

24
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Response time of each application
● How about the response time of each service?

It is impossible to decrypt each TLS connection,
(except you have a proxy server or server’s key)

● So we try to use lower layer header information,
TCP fields of each connection instead of upper layer.

● Let’s check TCP connection, back to Wireshark,
tcp.stream==5 to filter some TCP connections,
then look for a syn-ack packet of #350 frame.

25
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How long time it took to ACK the segment

● Wireshark collects
each TCP round trip 
time to measure how 
long time it took to 
ACK the segment
tcp.analysis.ack_rtt

● We can use an average 
time of 1 second to 
Visualize the 
application response. 26
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The alternative of application response time

● Statistics>I/O Graph and check off all enabled
● Create items office365 response, google response, 

twitter response, facebook response these filter is 
${office365}, ${google}, ${twitter}, ${facebook} and 
sets Style as Line, Y axis as AVG(Y Field) and set Y 
Field as tcp.analysis.ack_rtt 27
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Check App’s Response by TCP RTT

● Check each 
service response

● 1st Google
2nd Twitter
3rd Office365

28
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Characteristics of UDP Application
● Open another trace file, application2.pcapng
● This trace contains TfGen, traffic generator packets,

UDP echo (port 7) protocol as well as HTTP traffic.
● Change configuration 

profiles from default 
to UDP application

● Check the characteristics
of UDP application.

29
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UDP Application bandwidth graph
● Select Statistics>I/O graph and add an item as TCP 

application that display filter is “tcp”, set Style as 
Line, set Y Axis as Bits and add an item as UDP 
application that display filter is “udp”, set Style as 
Bar, Y Axis as Bits, then check enabled 

● This easy graph shows us the characteristics 
between TCP and UDP

30
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UDP uses fixed bandwidth prior to TCP at first
then TCP bandwidth changes dynamically

● TCP application (http) 
works freely without 
UDP traffic at first
(change output segment 
size, receive window 
size by round trip time)

● UDP application (echo)
reserve fixed bandwidth 
4kbps prior to TCP app.

31

UDP application
starts at this time
Reserving 4kbps

TCP application 
works freely without 

UDP traffic
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Check UDP application (echo) frame rate
● Set the display filter as 

echo and check each 
packet.

● Check UDP application 
frame rate by Time delta 
from previous fame in 
this UDP stream
(udp.time_delta)

● Also compare TCP RTT
with UDP frame timing 32
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TCP RTT vs UDP frame timing

● Select Statistics>I/O graph and add an item as
TCP RTT (http), set Display Filter as “tcp.port==80”,
set Style as Line, set Y Axis as AVG(Y Field),
set Y Field as “tcp.analysis.ack_rtt” and add an item 
as UDP frame timing (echo), set Display Filter as 
“udp.port==7”, set Style as Bar, set Y Axis as AVG(Y 
Field), set Y Field as “udp.time_delta”

● Enabled both items and reset the Graph
33
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UDP sends packets on constant
● Blue line

(TCP RTT) changes
dynamically by 
the traffic status

● Red Bars (UDP 
frame timing) are 
almost the same 
height and lower 
than the blue line

34

● UDP application is prior and 
faster than TCP
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Compare each UDP applications
● In this case, we compare Youtube with Zoom,

both services are based on UDP protocols
(another trace file: application3.pcapng)

● Youtube uses Google’s QUIC, and Zoom uses a 
customised RTP protocol.

● UDP has no retransmission, no flow control,
no mechanism of control bandwidth ( application 
protocol does everything )
So first UDP application takes the bandwidth,
the later TCP application suffers. 35
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IPv4/IPv6 address range of Zoom
● Zoom network address blocks are below

https://support.zoom.us/hc/en-us/articles/201362683-Zoom-
network-firewall-or-proxy-server-settings

36

● Create Display 
Filter Macros of 
Zoom ip range
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Let’s Test the Application
bandwidth and response
● First, Open Chrome and Play Youtube video

4k Full HD streaming using Google QUIC
● Second, Start video conference using Zoom

Zoom uses its customized RTP/RTCP.

37

● Capture and save trace file as 
application3.pcapng

● Open the file and create a bandwidth 
graph and UDP frame timing graph 
between Google and Zoom
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Check Google QUIC traffic
● Statistics>Conversation and choose UDP with Name 

the resolution, sort traffic by the number of packets
● Select the  1st UDP conversation of 59.648MBytes

Address A Port A is 172.16.11.190:58274 (Client Chrome)
Address B Port B is rr3.sn-npoe7nek.googlevideo.com:443
(UDP port 443 means Google QUIC protocol by Youtube)
this traffic starts soon after starting the capture, duration is 
51. 7742, so this conversation (udp.stream==65) is Youtube

38
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Check Zoom video traffic

● Look for Zoom traffic, set Display filter as ${zoom}
we can find UDP packets between Zoom Client 
(172.16.11.190:49909) and Server(144.195.87.230:8801)

● Statistics>Conversation and choose UDP with Name resolution
● We can find 2nd UDP traffic of 7072 packets, 7.198MBytes, 

this UDP stream (udp.stream==56) is Zoom video traffic.
39
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Bandwidth graph between Youtube and Zoom

● Select Statistics>I/O graph and add an item as
Google bandwidth, set Display Filter as 
udp.stream==65, set Style as Line, set Y Axis as Bits, 
and add an item as Zoom bandwidth, set Display 
Filter as udp.stream==56, set Style as Bar, set Y Axis 
as Bits, then check both items

● Make a bandwidth graph between Youtube and Zoom
40
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Bandwidth usage between Google and Zoom

● This trace includes 4k 
30fps Youtube video 
traffic at first

● Peak Google QUIC 
bandwidth is 62Mbps and 
18Mbps usual 

● Start Zoom meeting 
after 19 seconds later

41

Zoom meeting starts at 
19 seconds later

Peak 
Youtube

bandwidth
6.2Mbps

1.8Mbps

is usual
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Check off Google bandwidth and focus on Zoom

● Check off Google
bandwidth item and focus on 
Zoom bandwidth

● Actual Zoom meeting traffic  
starts at 19 seconds later, 
and actual traffic is about 
1Mbps at first, then speed up 
at 4Mbps after 40 seconds

42

Zoom traffic starts at 19 
seconds later

Peak traffic is
about 4Mbps

After 40 seconds

First traffic is 
about 1MbpsAt first
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Create application response time
● Select Statistics>I/O graph and add an item as

Google response, set Display Filter as 
udp.stream==65, set Style as Line, set Y Axis as 
AVG(Y Fields), set Y Field as udp.time_delta and add 
an item as Zoom response, set Display Filter as 
udp.stream==56, set Style as Line, set Y Axis as 
AVG(Y Fields), set Y Field as udp.time_delta , then 
check both items

43
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UDP frame send timing of Zoom application

● Check the red line,
it means Zoom response 
( udp frame send timing)

● Zoom meeting starts at 
19 seconds, then Zoom 
response is low until 50 
seconds at the end

44

Zoom meeting starts at 
19 seconds

Zoom response 
(udp frame send timing)
is stable and low value

during the meeting
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UDP frame send timing of Youtube Video

● Check the blue line,
it means Youtube response 
( udp frame send timing)

● Youtube frame send timing 
is affected by the start of 
Zoom application traffic at 
19 sec and the increase of 
Zoom traffic at 37 sec.

● But soon go back to normal
45

Youtube frame send timing is affected by
the start of Zoom application traffic at 19 

second, then stable and low value   

Youtube frame send 
timing is affected by
the increase of Zoom 
traffic at 37 second.
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We can extend Wireshark Visualization 
by exporting the trace as JSON, CSV 

● File>Export Packet Dissections 
As CSV... or As JSON… 

● We can use Excel to create Pie 
charts, Splunk or Erastic Search
Kibana Grafana to create
Data Analysis ( or ChatGPT?)

● tshark is useful to create 
output data (-T and –e options)

46
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Wireshark I/O Graph is also one of good 
tools for visualizing application traffic 

● Excel, Splunk and other data analysis 
tools are good options for Visualization,
but Wireshark I/O Graph is easy to use,
no need for a complicated configuration.

● We can try and get Visualization results
within the Wireshark I/O graph easily.

● Use Wireshark I/O graph and Visualize,
troubleshoot your application problems.

47
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USE WIRESHARK

ikeriri network service

http://www.ikeriri.ne.jp

Thank you for watching.
Please complete the Google form survey 
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